CROCKER & CROCKER
ATTORNEYS AT LAW

PATRICK D. CROCKER
patrick@crockerlawfirm.com

February 26, 2013

Ms. Marlene H. Dortch, Commission Secretary Filed Electronically Via ECFES
Federal Communications Commission

445 12" Street, SW, Suite TW-A325

Washington, DC 20554

RE:  VoiceNet Telephone, LLC
Customer Proprietary Network Information Certification
EB Docket No. 06-36

Dear Ms. Dortch:
VoiceNet Telephone, LLC, by its undersigned attorneys, hereby submits its 2012 CPNI Compliance
Certificate and Accompanying Statement certifying compliance with Section 64.2001 et seq. of the

Commission’s rules.

Please contact the undersigned should you have any questions or concerns at (269) 381-8893 extension
226 or patrick@crockerlawfirm.com.

Very truly yours,

CBOCKER & CROCKER

-';J!f'f " .' —_—
P:Tﬁlp{D Crocker

PDCAN

Enclosures

The Kalamazoo Building 107 West Michigan Avenue, Fourth Floor Kalamazoo, Michigan 49007

T 260.381.8893 F 269.381.4855



Annual 47 C.F.R. § 64.2009(e) CPNI Certification

EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2012

Date filed: February ’_8 ,2013

Name of Company Covered by this Certification: ~ VoiceNet Telephone, LLC
Form 499 Filer ID: 824454

Name of Signatory: Cathy Burger-Gray

Title of Signatory: ~ Managing Member

I am the Managing Member of VoiceNet Telephone, LLC and as such do hereby certify,
atfirm, depose, and say that I have authority to make this Customer Proprietary Network
Information (“CPNI”) Annual Certification of Compliance on behalf of VoiceNet
Telephone, LLC. I have personal knowledge that VoiceNet Telephone, LLC has
established adequate operating procedures to ensure compliance with the Commission’s
CPNI rules as set forth in 47 C.F.R. § 64.2001 et. seq.

Attached to this Certification is an Accompanying Statement explaining how the
company’s procedures ensure compliance with the requirements set forth in section
64.2001 et seq. of the Commission’s rules.

VoiceNet Telephone, LLC received no customer complaints in the past year concerning
the unauthorized release of CPNI. Further, VoiceNet Telephone, LLC has taken no
action against data brokers for the unauthorized release of CPNI during calendar year
2012. VoiceNet Telephone, LLC will report any information it may obtain with respect
to the processes pretexters are using to attempt to access CPNI and what steps VoiceNet
Telephone, LLC is taking to protect CPNI.

This certification is dated this /® day of fe brna V:) 2013.

JJ@J/MA,M /&/uw TN
Cathy Blﬁjger-Gray 1) U
Managing Member

VoiceNet Telephone, LLC




Accompanying Statement to
Annual CPNI Compliance Certification for

VOICENET TELEPHONE, LLC

VOICENET TELEPHONE, LLC (“VOICENET") operating procedures ensure that VOICENET is in
compliance with 47 C.F.R. Part 64, Subpart U, as follows:

Employee Training and Discipline

[ VOICENET requires all employees as well as, contractors and agents (if applicable) with
access to CPNI to sign a Statement of CPNI Acknowledgement, stating that they are to
protect the confidentiality of the CPNI and that they are prohibited to use the CPNI
information for any purpose other than addressing customer inquiries or for other internal
matters that are NOT related to marketing efforts. Failure to follow the Statement may
result in disciplinary action or termination of their employment.

Sales and Marketing Campaigns

o VOICENET requires management approval for any and all sales and marketing
campaigns to ensure that CPNI is not used.

o VOICENET does not sell or license CPNI from its product service offerings for third party
marketing campaigns.

[ ] VOICENET ensures that agreements entered into with third party service providers that
store CPNI include verbiage that acknowledges such CPNI is VOICENET’s proprietary

information and that the service provider is prohibited to use such information for
solicitation or for any other purpose outside the terms of the agreement.

Record-Keeping Requirements

a VOICENET does not store CPNI records in its internally maintained databases.

[ VOICENET requires that CPNI records maintained by third party service providers are
being maintained for a minimum of one (1) year.

Establishment of a Supervisory Review Process

[ VOICENET establishes a supervisory review process for all outbound marketing
situations to ensure no CPNI records are being utilized.

] VOICENET does not market CPNI. However, if VOICENET was to market CPNI it would
only disclose CPNI to sales agents, affiliates, joint venture partners, independent
contractors or to any other third parties after receiving "opt-in" approval from a customer.

] VOICENET enters into confidentiality agreements with joint venture partners,
independent contractors or any other third party when releasing or storing CPNI. All such
confidentiality agreements are reviewed by management for compliance with this Policy.



Opt-Out Mechanism Failure

VOICENET will not market CPNI. However, if VOICENET was to market CPNI it would
establish a protocol requiring written notice to the FCC within five (5) business days of
any instance where opt-out mechanisms did not work properly, to such a degree that
consumers’ inability to opt-out is more than an anomaly.

Compliance Certificates

VOICENET executes a statement, signed by an officer, certifying that he or she has
personal knowledge that VOICENET has established operating procedures that are
adequate to ensure compliance with the FCC's CPNI regulations.

VOICENET prepares an Accompanying Statement detailing how operating procedures
ensure compliance with CPNI regulations.

VOICENET provides, if applicable, an explanation of any actions taken against data
brokers.

VOICENET provides, if applicable, a summary of all customer complaints received in the
past year concerning unauthorized release of CPNI.

Customer Notification of CPNI Changes

VOICENET only make changes to CPNI upon a customer's request.

Customers do not have access to CPNI information on-line. However, customers may
access and modify their CPNI information by contacting our customer service center.

Notification to Law Enforcement and Customers of Unauthorized Access

VOICENET notifies the appropriate law enforcement agency of any unauthorized access
to a customer's CPNL.

VOICENET ensures that all records of any discovered CPNI breaches are kept for a
minimum of two (2) years.



STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS

During Calendar Year 2012, the Company has instituted the following proceeding, or filed the
following petitions, against data brokers before the Federal Communications Commission:

NONE

During Calendar Year 2012, the Company has instituted the following proceeding, or filed the
following petitions, against data brokers before the various Public Utilities Commissions:

NONE

During Calendar Year 2012, the Company has instituted the following proceeding, or filed the
following petitions, against data brokers before the following federal or state courts:

NONE



SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNI

During Calendar Year 2012, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access by
Company employees:

NONE

During Calendar Year 2012, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper disclosure
to individuals not authorized to receive the information:

NONE

During Calendar Year 2012, the Company has received the following number of customer
complaints related to unauthorized access to, or disclosure of, CPNI due to improper access to
online information by individuals not authorized to view the information:

NONE

During Calendar Year 2012, the Company has become aware of the following processes that
pretexters are using to attempt to access its CPNI:

NONE



VoiceNet Telephone, LLC

Statement of Customer Proprietary Network Information
Acknowledgement

Definition of Customer Proprietary Network Information (CPNI)
The term "CPNI" means:

e information that relates to the quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer solely by
virtue of the carrier-customer relationship; and

¢ information contained in the bills pertaining to telephone exchange service or telephone toll
service received by a customer of a carrier; except that such term does not include subscriber list
information.

The term "subscriber list information" means any information:

¢ identifying the listed names of subscribers of a carrier and such subscribers' telephone numbers,
addresses, or primary advertising classifications (as such classifications are assigned at the time
of the establishment of such service), or any combination of such listed names, numbers,
addresses, or classifications; and

e that the carrier or an affiliate has published, caused to be published, or accepted for publication in
any directory format.

Background

VOICENET is in the business of providing customers with an interstate long distance service. To provide
the long distance service, VOICENET purchases the minutes from a service provider and then resells the
minutes to its customers.

Any and all CPNI related to VOICENET’s service offerings are stored and maintained at the service
provider.

Only limited VOICENET employees, contractors or agents have access to the service providers’ database
containing the CPNI information.

VOICENET has a strict policy whereby it does not allow the use of CPNI for any 3™ party marketing
efforts.

Employee, Contractors or Agents Acknowledgement

B By signing this Statement, | agree to protect the confidentiality of the CPNI and that | am
prohibited to use the CPNI information for any purpose other than addressing customer
inquiries or for other internal matters that are NOT related to marketing efforts. Failure to
follow the Statement may result in disciplinary action or termination of the relationship
with VOICENET.

JMMM%_““ afie / 2073
Signal{rj‘and date (/) U -



VoiceNet Telephone, LLC

Statement of Customer Proprietary Network Information
Acknowledgement

Definition of Customer Proprietary Network Information (CPNI)
The term "CPNI" means:

e information that relates to the quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer solely by
virtue of the carrier-customer relationship; and

* information contained in the bills pertaining to telephone exchange service or telephone toll
service received by a customer of a carrier; except that such term does not include subscriber list
information.

The term "subscriber list information" means any information:

* identifying the listed names of subscribers of a carrier and such subscribers' telephone numbers,
addresses, or primary advertising classifications (as such classifications are assigned at the time
of the establishment of such service), or any combination of such listed names, numbers,
addresses, or classifications; and

e that the carrier or an affiliate has published, caused to be published, or accepted for publication in
any directory format.

Background

VOICENET is in the business of providing customers with an interstate long distance service. To provide
the long distance service, VOICENET purchases the minutes from a service provider and then resells the
minutes to its customers.

Any and all CPNI related to VOICENET's service offerings are stored and maintained at the service
provider.

Only limited VOICENET employees, contractors or agents have access to the service providers’ database
containing the CPNI information.

VOICENET has a strict policy whereby it does not allow the use of CPNI for any 3™ party marketing
efforts.

Employee, Contractors or Agents Acknowledgement

m By signing this Statement, | agree to protect the confidentiality of the CPNI and that | am
prohibited to use the CPNI information for any purpose other than addressing customer
inquiries or for other internal matters that are NOT related to marketing efforts. Failure to
follow the Statement may result in disciplinary action or termination of the relationship
with VOICENET.

N

‘ 4‘,‘”/0’\:’ ,y ‘ )
/’:’V"M;‘J: - _,;)‘"““““ J’f ﬂf C)" / j
/Signature and date



VoiceNet Telephone, LLC

Statement of Customer Proprietary Network Information
Acknowledgement

Definition of Customer Proprietary Network Information (CPNI)
The term "CPNI" means:

e information that relates to the quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer solely by
virtue of the carrier-customer relationship; and

¢ information contained in the bills pertaining to telephone exchange service or telephone toll
service received by a customer of a carrier; except that such term does not include subscriber list
information.

The term "subscriber list information" means any information:

¢ identifying the listed names of subscribers of a carrier and such subscribers' telephone numbers,
addresses, or primary advertising classifications (as such classifications are assigned at the time
of the establishment of such service), or any combination of such listed names, numbers,
addresses, or classifications; and

¢ that the carrier or an affiliate has published, caused to be published, or accepted for publication in
any directory format.

Background

VOICENET is in the business of providing customers with an interstate long distance service. To provide
the long distance service, VOICENET purchases the minutes from a service provider and then resells the
minutes to its customers.

Any and all CPNI related to VOICENET’s service offerings are stored and maintained at the service
provider.

Only limited VOICENET employees, contractors or agents have access to the service providers’ database
containing the CPNI information.

VOICENET has a strict policy whereby it does not allow the use of CPNI for any 3" party marketing
efforts.

Employee, Contractors or Agents Acknowledgement

= By signing this Statement, | agree to protect the confidentiality of the CPNI and that | am
prohibited to use the CPNI information for any purpose other than addressing customer
inquiries or for other internal matters that are NOT related to marketing efforts. Failure to
follow the Statement may result in isciplinary action or termination of the relationship

with VOICENET.

Sigha?bre and date K




VoiceNet Teleghone, LLC

Statement of Customer Proprietary Network Information
Acknowledgement

Definition of Customer Proprietary Network Infermation (CPND
The term "CPNiI” means:

+ infermation thet relates to the quantity, technical coafiguration, iype. destinatior, incatian. g
amount of use of a telecommunications service subsaribed to by any cusiomer ¢f a
telecommunicaiions carrier, and that is made availzble 1 the carrier by the cus:omer soigly iy
virtue of the carrizr-customer relationghip; and

* information conts.ned in the bills pertaining to telepnone exchange service or teleshene o
service received oy 2 customer of & carrier, except that such te;m does not inclige subscrber it
information.

The term "subscriber list :nformation” means any irormation:

« identifying the hsted names of subscribers of a carrier and such subscribers’ telephorie nurners,
addresses, or primary advertising ciassifications (as such classifications are assigned at the Lors
of the establishrrant of such service), or any combinaticr of such fisteg names, rarepers
adcresses, cr cizssifications; and

¢+ thatthe carrier ¢r an affiiate has publisned, caused to ke published, or accepes for gubicss o
any dirsctory forrvat,

Background

VOICENET is in the busiress of providing cusiomers with ar. interstate long distance s&vice, To oo,
the long disance servics. VOICENET purchases the minutes from a service provider ard ther ragsds b
minutes to its customers,

Any and ail CPNi relared 1o VOICENET's service offerings are stored aad maintained at the oo s
provider,

Only limitec VOICENET employees, contractors or agents have access to the service providers' dztangs.:
containing the SPN{ inforrnation.

VOICENET has & strict poiicy whereby it does rot allow tie use of GPNI for any 3 party market-
efforts,

Emplovee, Coriractors 52 Acents Acknowledgerent

= By signing this Statement, : agree 10 protect the conficentiality of the CPN! and tha;
profibites t© use the CPNI information for ary purpose cther than atdressing
inGuiries o for other internal matters that are N2T reiated fo markating eforis, i
foliow tha Statement may resuit in disciplinary action or lerminaton of the re.g-org
with VOICENET

K / . o L7 ..-h.://“‘:". PR
s tl!é‘/ o /.a PRy T / -

B o e L

Signature and date




VoiceNet Teiephone, LLC

Statement of Customer Proprietary Network information
Acknewlezgement

Definition of Customer Proprietary Network Information (CPNI)

e

The term "CPN{" means:

« information that relates to the quantity, technical configuration, type, destination, incaticn a4
amoun: of use &7 & telecommunications service subscribad to by any customer of a
telecommunications carrier, and that is made available o the carrier by the custoraer soiely fy
virtue of the carrier-customer relationship; and

*+ irformation cuntained in the bills pertaining to telephone exchange service or telaahcne ta.
service raceived by a customer of & carrier; except that such term does 10t includz SUbDECT nE ]
infcrmation.

The term "subscriber list information” means any information

* identifying the !isted names of subscribers of a carrier and such subscribers’ telaphere nurpers
addresses. or primary advertising classifications (2s such classifications are assignad at tha ts
of the esteblishmen: of such service), or any comeinaticn of such listed names, rumbers.
addressas, or classifications; and

* thatthe carrier or an affiliate has published, caused tc be published, or accepted for PubliCELEn
any directory format.

Backaroung

VOICENET is iri the business of providing customers with an interstate long distance service. To arovice
the long distanse servics, VOICENET purchases the minutes from a service provider and then resens o
minutes to its customers.

Any and ali CENi reiated to VOICENET's service offerings are stored and maintained at the se v
provider.

Only limited VOICENET empioyees, contractors or agents have access to the service providers’ das
containing the CPNI information,

VOICENET has a strict poficy whereby it does not allow the use of CPNI for any 37 pany e kisti- )
efforts.

Emplovee, Cortraciors o0 Agents Acknowiedaement

u By signing this Statement, | agree to protect the confidentiality of the CPNI and *ha: | a1
prohibited to use the CPNI information for any purpose other than addressing cusiornar
inguiriea or for other internal matters that are NOT reiated to marketing effosis. Faivre -3
foilow the Statement may result in disciplinary action or termination of the reiatiorsh.

with VOICENET.
1
Qﬁw_b@dﬂim: N TSI PIRTCN
Signature and date




VoiceNet Telephone, LLC

Statement of Customer Proprietary Network Information
Acknowledgemeant

Definition of Customer Proprietary Network Information (CPNi)
The term "CPN!" means;

¢ information that relates to the quantity. technical configuration. type, destinatior, Incaticn a1
amount of use of 2 telecommunications service subscribed to by any customer of a
lelecommunications carrier, and that 1s made availatle to the carrier by the customer soialy &y
virtue of the carriar-customer relationship; and

s infermation centained in the bills pertaining to teiephone exchange service or telephone tail
service receivea by a customer of a carrier; except thet such term does not incluca subscriber iz
information.

The term "subscriber list information” means any information:

= identifying the listed names of subscribers of a carrier and such subscribers’ telepnone numbers
addresses, of grimary advertising ciassifications (s such classifications are assighad at the t o
of the establisnmant of such service), or ary combinartion of such listed names, numbsrs,
addresses, or classifications: and

= thatthe carrier or an affiliate has published, caused to be published, or accepted for subloaion 1
any diractory format.

Backgroiing

VOICENET is in the business of providing cusiomers with an interstate long distance saivice. To grovin s
the long cistanse sarvica, VOICENET purchases the minutes from a servica provider and ther ragais - :
minutes to its customers.

Any and ali CENI related to VOICENET's service offerings are stored and maintained at tha se-yias
provider.

Only limitec VOICENET empioyees, contractors or agents have zccess to the service providers’ dssabae.s
containing the CPNI infermation.

VOICENET has a strict policy whereby it does rot allow the use of CPNI for any 3" party marketirg
efforts

Emplovee, Coriractorg o Agents Acknowledgement

® By signing this Statement, | agree to protect the confidentiaiity of the CPNi and thai | &
prohibitec tu use the CPNI information for &ry purpose other than addressing CusItr At
inquiries or for other internal matters that are NOT related to marketing efforis. £slure
foliow ine Statement may result in disciplinary action or termination of the reigtior ahy

with VCICENET.
A ) -
’;51} i}«f’{/' AU,
Signature and date




VoiceNet Telephone, LLC

Statement of Customer Proprietary Network Information
Acknowledgement

Definition of Customer Proprietary Network Information (CPNI)

The term "CPNI" means:

* information that relates to the quantity, technical configuration, type, destination, location, and
amount of use of a telecommunications service subscribed to by any customer of a
telecommunications carrier, and that is made available to the carrier by the customer solsly by
virtue of the carrier-customer relationship; and

« information contained in the bills pertaining to telephone exchange service or telephane tofl

service received by a customer of a carrier; except that such term does not include subscriper Jis
information.

The term "subscriber list information" means any information:

* identifying the listed names of subscribers of a carrier and such subscribers' telephone numbers
eddresses, or primary advertising classifications (as such classifications are assigned at the time
of the establishment of such service), or any combination of such listed names, numberg,
addresses, or classifications: and

+ that the carrier or an affiliate has published, caused to be published, or accepted for publication in
any directory format.

Background

VOICENET is in the business of providing customers with an interstate long distance service. To provide
the long distance service, VOICENET purchases the minutes from a service provider and then resells the
minutes to its custorners.

Any and all CPNI related to VOICENET's service offerings are stored and maintained at the servige
provider.

Only limited VOICENET employees, contractors or agents have access to the service providers' daiabass
containing the CPNI information.

VOICENET has a strict policy whereby it does not allow the use of CPNI for any 2™ party markitir
efforts.

Emplovee, Contractors or Agents Acknowledgemant

. By signing this Statement, | agree to protect the confidentiality of the CPNI and that | am
prohibited to use the CPNI information fur any purpose other than addressing customer
inquiries or for other internal matters that are NOT relfated to marketing efforts. Failure w
follow the Statement may result in disciplinary action or termination of the relatiorghip
with VOICENET.

gnature and
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